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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 7 . 0 2 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 8 . 0 2 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

T h e 1 i n c h N e t w o r k u n i t e s d e c e n t r a l i z e d p r o t o c o l s w h o s e s y n e r g y e n a b l e s t h e m o s t

l u c r a t i v e , f a s t e s t a n d p r o t e c t e d o p e r a t i o n s i n t h e D e F i s p a c e .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s 1

• C o d e w i t h F i x e s 2

• C o d e w i t h F i x e s 3

F i l e s :

d e l e g a t i n g /

B a s i c D e l e g a t i o n P o d . s o l D e l e g a t e d S h a r e . s o l
R e w a r d a b l e

D e l e g a t i o n P o d . s o l

d e l e g a t i n g / i n t e r f a c e s /

I D e l e g a t e d S h a r e . s o l I D e l e g a t i o n P o d . s o l

e r c 2 0 - p o d s /

E R C 2 0 P o d s . s o l P o d . s o l

e r c 2 0 - p o d s / i n t e r f a c e s /

I E R C 2 0 P o d s . s o l I P o d . s o l

l i m i t - o r d e r - s e t t l e m e n t /

B a s i c D e l e g a t i o n P o d

W i t h V o t i n g P o w e r . s o l
F e e B a n k . s o l F e e B a n k C h a r g e r . s o l

R e w a r d a b l e D e l e g a t i o n

P o d W i t h V o t i n g P o w e r . s o l
S e t t l e m e n t . s o l S t 1 i n c h . s o l

W h i t e l i s t R e g i s t r y . s o l

l i m i t - o r d e r - s e t t l e m e n t / h e l p e r s

V o t i n g P o w e r

C a l c u l a t o r . s o l

l i m i t - o r d e r - s e t t l e m e n t / i n t e r f a c e s

I F e e B a n k . s o l I F e e B a n k C h a r g e r . s o l I R e s o l v e r . s o l

I S e t t l e m e n t . s o l I V o t a b l e . s o l I W h i t e l i s t R e g i s t r y . s o l

l i m i t - o r d e r - s e t t l e m e n t / l i b r a r i e s

D y n a m i c S u f f i x . s o l O r d e r S a l t P a r s e r . s o l

E X T R A L I N E S R E V I E W 3 2 7 l i n e s
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

8



5 O u r f i n d i n g s

W e f o u n d 5 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d o r o t h e r w i s e a d d r e s s e d i n c o l l a b o r a t i o n w i t h t h e c l i e n t .

Major
Active Fixed

3 2

Moderate
Active Fixed

1 0 5

Minor
Active Fixed

3 6 2 9

F i x e d 3 6 o u t o f 8 5 i s s u e s

9



6 M a j o r I s s u e s

C V F - 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e W h i t e l i s t R e g i s t r y . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n h a s c o m p l e x i t y O ( n ^ 2 ) a n d c o u l d b e o p t i m i z e d t o O ( n )

c o m p l e x i t y b y i m p l e m e n t i n g t h e q u i c k s e l e c t a l g o r i t h m : h t t p s : / / e n . w i k i p e d i a . o r g / w i k -

i / Q u i c k s e l e c t

C l i e n t C o m m e n t I n s t e a d w e o p t e d f o r o p t i m s t i c 2 - s t e p o f f c h a i n a p p r o a c h .� �
1 2 5 function _shrinkPoorest(AddressSet.Data storage set, uint256 size)

↪→ private {� �
C V F - 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 3 1 mstore(add(add(ptr, interactionLengthOffset), 4), add(

↪→ interactionLength, suffixLength))� �� �
1 3 4 let offset := add(add(ptr, interactionOffset), interactionLength)

mstore(add(offset, 0x04), totalFee)

mstore(add(offset, 0x24), resolver)

mstore(add(offset, 0x44), orderToken)

mstore(add(offset, 0x64), orderSalt)� �
C V F - 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
5 1 function setEmergencyExit(bool _emergencyExit) external onlyOwner {� �

1 0



C V F - 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e V o t i n g P o w e r C a l c u l a t o r . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r ” o r i g i n ” a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g t h a t i t i s i n t h e p a s t .� �
3 8 constructor(uint256 expBase, uint256 origin) {� �
C V F - 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r S a l t P a r s e r . s o l

R e c o m m e n d a t i o n A p p l y i n g a m a s k a f t e r s h i f t w o u l d m a k e b y t e c o d e s m a l l e r .

C l i e n t C o m m e n t W o n ’ t f i x . I t m a k e s b y t e c o d e s m a l l e r b u t l o s e s t h e b e a u t y o f v i s i b l e

m a s k s .� �
1 9 return (salt & _TIME_START_MASK) >> _TIME_START_SHIFT;� �� �
2 3 return (salt & _DURATION_MASK) >> _DURATION_SHIFT;� �� �
2 7 return (salt & _INITIAL_RATE_BUMP_MASK) >> _INITIAL_RATE_BUMP_SHIFT;� �� �
3 1 return (salt & _FEE_MASK) >> _FEE_SHIFT;� �� �
3 5 return salt & _SALT_MASK;� �

1 1



7 M o d e r a t e I s s u e s

C V F - 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d a r i t h m e t i c s o r t h e ” m u l d i v ” f u n c t i o n . .

C l i e n t C o m m e n t W o n ’ t f i x . T y p e s a r e s m a l l a n d o v e r f l o w i s n o t p o s s i b l e .� �
1 0 1 ? _BASE_POINTS + (initialRateBump * (duration - timePassed)) /

↪→ duration� �
C V F - 7 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d a r i t h m e t i c s .

C l i e n t C o m m e n t W o n ’ t f i x . T y p e s a r e s m a l l a n d o v e r f l o w i s n o t p o s s i b l e .� �
1 0 4 return _BASE_POINTS + initialRateBump;� �

1 2



C V F - 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n T h e r e i s n o l e n g t h c h e c k f o r ” d a t a ” t o g u a r a n t e e t h a t t h e s e o p e r a t i o n s d o n ’ t

r e a d b e y o n d t h e e n d o f ” d a t a ” .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t W o n ’ t f i x . I f t h e r e i s n o t e n o u g h c a l l d a t a f o r o r d e r , i t w i l l l a t e r f a i l o n

f i l l O r d e r T o .� �
1 1 3 let orderOffset := add(data.offset, calldataload(data.offset))

orderSalt := calldataload(orderOffset)

orderToken := calldataload(add(orderOffset, 0x40))� �� �
1 2 3 let interactionLengthOffset := calldataload(add(data.offset, 0x40))� �� �
1 2 5 let interactionLength := calldataload(add(data.offset,

↪→ interactionLengthOffset))� �
C V F - 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d a r i t h m e t i c s .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 1 5 orderToken := calldataload(add(orderOffset, 0x40))� �� �
1 2 4 let interactionOffset := add(interactionLengthOffset, 0x20)

let interactionLength := calldataload(add(data.offset,

↪→ interactionLengthOffset))� �

1 3



C V F - 1 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n T h e r e i s n o l e n g t h c h e c k f o r ” c d ” t o e n s u r e t h a t ” c d ” i s a t l e a s t 3 2 b y t e s l o n g .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h c h e c k .� �
1 5 0 target := shr(96, calldataload(cd.offset))� �
C V F - 1 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .� �
1 5 2 data.length := sub(cd.length, 20)� �
C V F - 1 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t W o n ’ t f i x . S u f f i x i s c o n s t r u c t e d b y t h e s a m e c o n t r a c t s o i t w i l l n o t o v e r -

f l o w .� �
1 5 9 suffix := sub(add(cd.offset, cd.length), suffixSize)� �
C V F - 1 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h i s c a l l m a y r e t u r n i n c o r r e c t v a l u e i n c a s e t i m e s t a m p i s l e s s t h a n t h e c o n -

t r a c t c r e a t i o n t i m e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e v e r t i n g o r r e t u r n i n g a c o r r e c t v a l u e i n s u c h a c a s e .� �
7 8 return _votingPowerAt(balance, timestamp);� �

1 4



C V F - 1 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h i s i s e x e c u t e d e v e n i f ” t o ” i s a z e r o a d d r e s s .

R e c o m m e n d a t i o n C o n s i d e r d o i n g n o t h i n g o r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t W o n ’ t f i x . T h i s i s a n i m p o s s i b l e s c e n a r i o o f t r a n s f e r r i n g f r o m z e r o a d -

d r e s s t o z e r o a d d r e s s .� �
3 4 _mint(delegated[to], amount);� �
C V F - 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h i s i s e x e c u t e d e v e n i f ” f r o m ” i s a z e r o a d d r e s s .

R e c o m m e n d a t i o n C o n s i d e r d o i n g n o t h i n g o r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t W o n ’ t f i x . T h i s i s a n i m p o s s i b l e s c e n a r i o o f t r a n s f e r r i n g f r o m z e r o a d -

d r e s s t o z e r o a d d r e s s .� �
3 9 _burn(delegated[from], amount);� �
C V F - 1 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n O n c e t h e ” a p p r o v e ” f u n c t i o n i s d i s a b l e d , t h e ” i n c r e a s e A l l o w a n c e ” a n d

” d e c r e a s e A l l o w a n c e ” f u n c t i o n s s h o u l d a l s o b e d i s a b l e d .� �
7 8 function approve(address /* spender */, uint256 /* amount */) public

↪→ virtual override(IERC20, ERC20) returns (bool) {� �

1 5



C V F - 1 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V o t i n g P o w e r C a l c u l a t o r . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .� �
7 4 uint256 t = timestamp - _origin;� �� �
1 7 2 uint256 t = timestamp - _origin;� �
C V F - 1 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e V o t i n g P o w e r C a l c u l a t o r . s o l

D e s c r i p t i o n B i t s o f ” t ” h i g h e r t h a n 0 × 2 0 0 0 0 0 0 0 a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t ” r e q u i r e ” s t a t e m e n t t o e n s u r e t h a t t d o e s n ’ t

e x c e e d 0 × 3 F F F F F F F . A l t e r n a t i v e l y , c o n s i d e r c a l c u l a t i n g m i s s i n g e x p o n e n t s o n t h e f l y .

C l i e n t C o m m e n t t c a n e x c e e d 0 × 3 F F F F F F F b u t t h e r e i s n o n e e d t o c o m p u t e e x p o n e n t s

f u r t h e r b e c a u s e t h e y b e c o m e z e r o .� �
7 4 uint256 t = timestamp - _origin;� �� �
1 7 2 uint256 t = timestamp - _origin;� �

1 6



C V F - 1 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V o t i n g P o w e r C a l c u l a t o r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t W o n ’ t f i x .� �
7 7 votingPower = (votingPower * _expTable0) / 1e18;� �� �
8 0 votingPower = (votingPower * _expTable1) / 1e18;� �� �
8 3 votingPower = (votingPower * _expTable2) / 1e18;� �� �
8 6 votingPower = (votingPower * _expTable3) / 1e18;� �� �
8 9 votingPower = (votingPower * _expTable4) / 1e18;� �� �
9 2 votingPower = (votingPower * _expTable5) / 1e18;� �� �
9 5 votingPower = (votingPower * _expTable6) / 1e18;� �� �
9 8 votingPower = (votingPower * _expTable7) / 1e18;� �� �
1 0 1 votingPower = (votingPower * _expTable8) / 1e18;� �� �
1 0 4 votingPower = (votingPower * _expTable9) / 1e18;� �� �
1 0 7 votingPower = (votingPower * _expTable10) / 1e18;� �� �
1 1 0 votingPower = (votingPower * _expTable11) / 1e18;� �� �
1 1 3 votingPower = (votingPower * _expTable12) / 1e18;� �� �
1 1 6 votingPower = (votingPower * _expTable13) / 1e18;� �� �
1 1 9 votingPower = (votingPower * _expTable14) / 1e18;� �� �
1 2 2 votingPower = (votingPower * _expTable15) / 1e18;� �

( 1 2 5 , 1 2 8 , 1 3 1 , 1 3 4 , 1 3 7 , 1 4 0 , 1 4 3 , 1 4 6 , 1 4 9 , 1 5 2 , 1 5 5 , 1 5 8 , 1 6 1 , 1 6 4 , 1 7 5 , 1 7 8 , 1 8 1 , 1 8 4 , 1 8 7 ,

1 9 0 , 1 9 3 , 1 9 6 , 1 9 9 , 2 0 2 , 2 0 5 , 2 0 8 , 2 1 1 , 2 1 4 , 2 1 7 , 2 2 0 , 2 2 3 , 2 2 6 , 2 2 9 , 2 3 2 , 2 3 5 , 2 3 8 , 2 4 1 ,

2 4 4 , 2 4 7 , 2 5 0 , 2 5 3 , 2 5 6 , 2 5 9 , 2 6 2 )

1 7



C V F - 2 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e f u n c t i o n n o w h a s O ( n ^ 2 ) c o m p l e x i t y t h a t c o u l d b e o p t i m i z e d t o

O ( n l n n ) b y s o r t i n g t h e r e t w o a r r a y s .

C l i e n t C o m m e n t W o n ’ t f i x a s w e e x p e c t t h o s e a r r a y s t o b e s m a l l .� �
1 2 7 address[] memory a = _pods[from].items.get();

address[] memory b = _pods[to].items.get();� �

1 8



8 M i n o r I s s u e s

C V F - 2 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e W h i t e l i s t R e g i s t r y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
6 import "@1inch/solidity-utils/contracts/libraries/AddressSet.sol";� �
C V F - 2 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e W h i t e l i s t R e g i s t r y . s o l

D e s c r i p t i o n T h e s e e r r o r s c o u l d b e m a d e n o t u s e f u l b y a d d i n g p a r a m e t e r s t o t h e m .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 8 error BalanceLessThanThreshold();

error NotEnoughBalance();

2 0 error AlreadyRegistered();

error NotWhitelisted();� �
C V F - 2 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e W h i t e l i s t R e g i s t r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e ’ l l f i x t h i s l a t e r .� �
3 2 mapping(address => address) public promotion;� �

1 9



C V F - 2 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e W h i t e l i s t R e g i s t r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t T h i s m a p p i n g w a s r e m o v e d .� �
3 7 mapping(address => uint256) private _promotingsCount;� �
C V F - 2 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e W h i t e l i s t R e g i s t r y . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 6 1 emit SetResolverThreshold(resolverThreshold_);� �� �
1 6 6 emit SetWhitelistLimit(whitelistLimit_);� �
C V F - 2 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S e t t l e m e n t . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” b y t e s 1 ” .� �
2 4 bytes32 private constant _FINALIZE_INTERACTION = bytes1(0x01);� �

2 0



C V F - 2 7 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e S e t t l e m e n t . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 1 e 4 ” f o r r e a d a b i l i t y .

C l i e n t C o m m e n t W o n ’ t f i x .� �
2 7 uint256 private constant _DEFAULT_INITIAL_RATE_BUMP = 1000; // 10%� �
C V F - 2 8 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e ’ l l f i x t h i s l a t e r .� �
6 4 ) external onlyThis(taker) onlyLimitOrderProtocol returns (uint256

↪→ result) {� �
C V F - 2 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S e t t l e m e n t . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t W o n ’ t f i x .� �
7 9 result = (takingAmount * _calculateRateBump(suffix.salt)) /

↪→ _BASE_POINTS;� �

2 1



C V F - 3 0 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e S e t t l e m e n t . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d t h e m u l t i p l i c a t i o n a r e r e d u n d a n t .� �
1 0 1 ? _BASE_POINTS + (initialRateBump * (duration - timePassed)) /

↪→ duration� �
C V F - 3 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r t o m i g r a t e t o n e w e r

v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” . A l s o r e l e v a n t f o r : R e w a r d a b l e D e l e -

g a t i o n P o d W i t h V o t i n g P o w e r . s o l , F e e B a n k C h a r g e r . s o l , F e e B a n k . s o l , V o t i n g P o w e r C a l c u l a -

t o r . s o l , D y n a m i c S u f f i x . s o l , O r d e r S a l t P a r s e r . s o l , B a s i c D e l e g a t i o n P o d W i t h V o t i n g P o w e r . s o l ,

I W h i t e l i s t R e g i s t r y . s o l , I V o t a b l e . s o l , I S e t t l e m e n t . s o l , I R e s o l v e r . s o l , I F e e B a n k . s o l , I F e e -

B a n k C h a r g e r . s o l .

C l i e n t C o m m e n t W o n ’ t f i x .� �
3 pragma solidity 0.8.17;� �
C V F - 3 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g p a r a m e t e r s t o

t h e m .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 8 error LockTimeMoreMaxLock();

error LockTimeLessMinLock();

2 0 error ChangeAmountAndUnlockTimeForExistingAccount();

error UnlockTimeWasNotCome();� �

2 2



C V F - 3 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e t w o m a p p i n g s i n t o a s i n g l e

m a p p i n g w h o s e k e y s a r e a c c o u n t s a n d v a l u e s a r e s t r u c t s o f t w o f i e l d s e n c a p s u l a t i n g t h e

v a l u e s o f t h e o r i g i n a l m a p p i n g s .� �
2 9 mapping(address => uint256) private _unlockTime;

3 0 mapping(address => uint256) private _deposits;� �
C V F - 3 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 9 mapping(address => uint256) private _unlockTime;

3 0 mapping(address => uint256) private _deposits;� �
C V F - 3 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h i s a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
4 0 uint256 _expBase,� �

2 3



C V F - 3 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e d e p o s i t - s p e c i f i c e v e n t s .

C l i e n t C o m m e n t W o n ’ t f i x . T h e y e m i t T r a n s f e r i n _ m i n t .� �
8 1 function deposit(uint256 amount, uint256 duration) external {� �� �
8 5 function depositWithPermit(� �� �
9 4 function depositFor(� �� �
1 0 1 function depositForWithPermit(� �� �
1 1 0 function increaseLockDuration(uint256 duration) external {� �� �
1 1 4 function increaseAmount(uint256 amount) external {� �
C V F - 3 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h e v a l u e ” d e p o s i t s [ a m o u n t ] ” i s r e a d f r o m t h e s t o r a g e t w i c e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
1 2 4 if (_deposits[account] > 0 && amount > 0 && duration > 0) revert

↪→ ChangeAmountAndUnlockTimeForExistingAccount();� �� �
1 2 8 _deposits[account] += amount;� �� �
1 3 8 _mint(account, _balanceAt(_deposits[account], lockedTill) /

↪→ _VOTING_POWER_DIVIDER - balanceOf(account));� �

2 4



C V F - 3 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t 1 i n c h . s o l

D e s c r i p t i o n T h i s f u n c t i o n s s h o u l d e m i t s o m e w i t h d r a w - s p e c i f i c e v e n t s .

C l i e n t C o m m e n t W o n ’ t f i x . T h e y e m i t T r a n s f e r i n _ b u r n .� �
1 4 3 function withdraw() external {� �� �
1 4 7 function withdrawTo(address to) public {� �
C V F - 3 9 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e w a r d a b l e D e l e g a t i o n P o d -

W i t h V o t i n g P o w e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 4 {} // solhint-disable-line no-empty-blocks� �
C V F - 4 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k C h a r g e r . s o l

D e s c r i p t i o n T h i s c o n t r a c t i s n o t s e l f - c o n t a i n e d , b u t r a t h e r s u p p o s e d t o b e i n h e r i t e d b y

o t h e r c o n t r a c t s .

R e c o m m e n d a t i o n C o n s i d e r d e c l a r i n g i t a s a b s t r a c t .

C l i e n t C o m m e n t W o n ’ t f i x .� �
9 contract FeeBankCharger is IFeeBankCharger {� �

2 5



C V F - 4 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e F e e B a n k C h a r g e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I F e e B a n k ” .� �
1 3 address public immutable feeBank;� �
C V F - 4 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e F e e B a n k C h a r g e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e ’ l l f i x t h i s l a t e r .� �
2 5 function availableCredit(address account) external view returns (

↪→ uint256) {� �
C V F - 4 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k C h a r g e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .

C l i e n t C o m m e n t W o n ’ t f i x .� �
2 9 function increaseAvailableCredit(address account, uint256 amount)

↪→ external onlyFeeBank returns (uint256 allowance) {� �� �
3 5 function decreaseAvailableCredit(address account, uint256 amount)

↪→ external onlyFeeBank returns (uint256 allowance) {� �

2 6



C V F - 4 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e F e e B a n k . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s a c t u a l l y u n n a m e d i n t h e c o d e . N a m i n g i t i n a c o m m e n t

i s c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r n a m i n g t h e r e t u r n e d v a l u e s i n t h e c o d e .� �
3 2 * @return totalAvailableCredit The total sender's availableCredit 

↪→ after deposit.

      � �� �
4 2 * @return totalAvailableCredit The total account's availableCredit 

↪→ after deposit.

      � �� �
5 2 * @return totalAvailableCredit The total sender's availableCredit 

↪→ after deposit.

      � �� �
7 3 * @return totalAvailableCredit The total sender's availableCredit 

↪→ after withdrawal.

      � �� �
8 3 * @return totalAvailableCredit The total sender's availableCredit 

↪→ after withdrawal.

      � �
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C V F - 4 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s s p e c i f i c t o t h e i r u s e c a s e s , n o t

o n l y g e n e r i c T r a n s f e r e v e n t s .

C l i e n t C o m m e n t W o n ’ t f i x .� �
3 4 function deposit(uint256 amount) external returns (uint256) {� �� �
4 4 function depositFor(address account, uint256 amount) external

↪→ returns (uint256) {� �� �
5 4 function depositWithPermit(uint256 amount, bytes calldata permit)

↪→ external returns (uint256) {� �� �
6 1 function depositForWithPermit(� �� �
7 5 function withdraw(uint256 amount) external returns (uint256) {� �� �
8 5 function withdrawTo(address account, uint256 amount) external

↪→ returns (uint256) {� �� �
9 4 function gatherFees(address[] memory accounts) external onlyOwner

↪→ returns (uint256 totalAccountFees) {� �
C V F - 4 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” a c c o u n t [ i ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
9 7 uint256 accountFee = _accountDeposits[accounts[i]] - _charger.

↪→ availableCredit(accounts[i]);

_accountDeposits[accounts[i]] -= accountFee;� �

2 8



C V F - 4 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k . s o l

D e s c r i p t i o n T h e v a l u e ” _ a c c o u n t D e p o s i t s [ a c c o u n t s [ i ] ] ” i s i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
9 7 uint256 accountFee = _accountDeposits[accounts[i]] - _charger.

↪→ availableCredit(accounts[i]);

_accountDeposits[accounts[i]] -= accountFee;� �
C V F - 4 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e B a n k . s o l

D e s c r i p t i o n T h e v a l u e a s s i g n e d h e r e i s a c t u a l l y t h e r e s u l t o f t h e ” _ c h a r g e r . a v a i l a b l e -

C r e d i t ” c a l l a b o v e .

R e c o m m e n d a t i o n C o n s i d e r c a c h i n g a n d r e u s i n g t h a t v a l u e .� �
9 8 _accountDeposits[accounts[i]] -= accountFee;� �
C V F - 4 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n ” a r g u m e n t s h o u l d b e ” I E R C 2 0 P o d s ” .� �
1 6 constructor(string memory name_, string memory symbol_, address

↪→ token)� �
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C V F - 5 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n S o m e a r g u m e n t n a m e s h a v e t h e u n d e r s c o r e ( ” _ ” ) s u f f i x , w h i l e o t h e r d o n ’ t .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a c o n s i s t e n t n a m i n g s c h e m a .� �
1 6 constructor(string memory name_, string memory symbol_, address

↪→ token)� �
C V F - 5 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e i f ” f o r r e a d a b i l i t y .� �
3 8 if (to == address(0)) {� �
C V F - 5 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h e c o d e b e l o w l o o k s l i k e i t i s a l w a y s e x e c u t e , w h i l e i t i s e x e c u t e d o n l y w h e n

n e i t h e r ” f r o m ” n o r ” t o ” i s z e r o .

R e c o m m e n d a t i o n C o n s i d e r p u t t i n g t h e r e s t o f t h e f u n c t i o n i n t o a n e x p l i c i t ” e l s e ” b r a n c h .� �
4 1 }� �

3 0



C V F - 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h i s w o u l d e m i t t w o s e p a r a t e e v e n t s m a k i n g i t h a r d e r t o t r a c k b a l a n c e t r a n s -

f e r s .

R e c o m m e n d a t i o n C o n s i d e r c a l l i n g ” _ t r a n s f e r ” i n s t e a d .� �
4 6 _burn(fromDelegatee, amount);

_mint(toDelegatee, amount);� �� �
5 2 _burn(prevDelegatee, balance);

_mint(delegatee, balance);� �
C V F - 5 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B a s i c D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h e s e c h e c k s m a k e t h e f u n c t i o n s t o d o n o t h i n g i n c e r t a i n c a s e s , w h i c h i s

e r r o r p r o n e .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g o n z e r o a r g u m e n t s a n d l e a v i n g t h e ” d o n o t h i n g ”

l o g i c t o b e i m p l e m e n t e d b y c a l l e r s .� �
5 9 if (account != address(0)) {� �� �
6 5 if (account != address(0)) {� �

3 1



C V F - 5 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e V o t i n g P o w e r C a l c u l a t o r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .� �
4 1 _expTable1 = (_expTable0 * _expTable0) / 1e18;

_expTable2 = (_expTable1 * _expTable1) / 1e18;

_expTable3 = (_expTable2 * _expTable2) / 1e18;

_expTable4 = (_expTable3 * _expTable3) / 1e18;

_expTable5 = (_expTable4 * _expTable4) / 1e18;

_expTable6 = (_expTable5 * _expTable5) / 1e18;

_expTable7 = (_expTable6 * _expTable6) / 1e18;

_expTable8 = (_expTable7 * _expTable7) / 1e18;

_expTable9 = (_expTable8 * _expTable8) / 1e18;

5 0 _expTable10 = (_expTable9 * _expTable9) / 1e18;

_expTable11 = (_expTable10 * _expTable10) / 1e18;

_expTable12 = (_expTable11 * _expTable11) / 1e18;

_expTable13 = (_expTable12 * _expTable12) / 1e18;

_expTable14 = (_expTable13 * _expTable13) / 1e18;

_expTable15 = (_expTable14 * _expTable14) / 1e18;

_expTable16 = (_expTable15 * _expTable15) / 1e18;

_expTable17 = (_expTable16 * _expTable16) / 1e18;

_expTable18 = (_expTable17 * _expTable17) / 1e18;

_expTable19 = (_expTable18 * _expTable18) / 1e18;

6 0 _expTable20 = (_expTable19 * _expTable19) / 1e18;

_expTable21 = (_expTable20 * _expTable20) / 1e18;

_expTable22 = (_expTable21 * _expTable21) / 1e18;

_expTable23 = (_expTable22 * _expTable22) / 1e18;

_expTable24 = (_expTable23 * _expTable23) / 1e18;

_expTable25 = (_expTable24 * _expTable24) / 1e18;

_expTable26 = (_expTable25 * _expTable25) / 1e18;

_expTable27 = (_expTable26 * _expTable26) / 1e18;

_expTable28 = (_expTable27 * _expTable27) / 1e18;

_expTable29 = (_expTable28 * _expTable28) / 1e18;� �
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C V F - 5 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D y n a m i c S u f f i x . s o l

D e s c r i p t i o n T h e s e c o n v e r s i o n s d r o p t h e h i g h e r b i t s o f a v a l u e .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h e d r o p p e d b i t s t o b e z e r o .

C l i e n t C o m m e n t W o n ’ t f i x . T h e i d e a h e r e i s t o p a c k d a t a t i g h t l y a n d u s e u n u s e d a d d r e s s

b i t s f o r f l a g s e t c .� �
1 8 return address(uint160(self._resolver));� �� �
2 2 return IERC20(address(uint160(self._token)));� �
C V F - 5 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 P o d s . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
6 import "@1inch/solidity-utils/contracts/libraries/AddressSet.sol";� �
C V F - 5 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g p a r a m e t e r s t o

t h e m , s u c h a s t h e p o d a d d r e s s o r r e a c h e d l i m i t .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 5 error PodAlreadyAdded();

error PodNotFound();

error InvalidPodAddress();

error PodsLimitReachedForAccount();� �
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C V F - 5 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

D e s c r i p t i o n S e t s a r e u s u a l l y c o n s i d e r e d u n o r d e r e d , s o a c c e s s i n g a s e t e l e m e n t b y i n d e x

l o o k s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e m o v i n g s u c h o p p o r t u n i t y o r e x p l a i n i n g t h e i n d e x s e -

m a n t i c s a n d w h o s t a b l e t h e i n d e x e s a r e ( i . e . w h e t h e r a n i n d e x o f a n e l e m e n t m a y c h a n g e

w h e n a n o t h e r e l e m e n t w a s a d d e d o r r e m o v e d .

C l i e n t C o m m e n t W o n ’ t f i x .� �
4 0 return _pods[account].at(index);� �
C V F - 6 0 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e r e t u r n ” f o r r e a d a b i l i t y .

C l i e n t C o m m e n t W o n ’ t f i x .� �
5 1 return 0;� �
C V F - 6 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p o d s ” a r g u m e n t s s h o u l d b e ” I P o d ” .

C l i e n t C o m m e n t W o n ’ t f i x .� �
6 6 function _addPod(address account, address pod) internal virtual {� �� �
7 7 function _removePod(address account, address pod) internal virtual {� �

3 4



C V F - 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n C h e c k i n g t h e l e n g t h b e f o r e a d d i n g w o u l d s a v e g a s o n f a i l e d c a s e s .

C l i e n t C o m m e n t W o n ’ t f i x . I t c h a n g e s e r r o r i n c a s e o f t h e s a m e p o d a d d i t i o n .� �
6 9 if (_pods[account].length() > podsLimit) revert

↪→ PodsLimitReachedForAccount();� �
C V F - 6 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

D e s c r i p t i o n U s i n g d e c r e m e n t e d i n d e x l o o k s o d d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” a r r o w ” d e s c e n d i n g ” f o r ” l o o p : f o r ( u i n t 2 5 6 i =

i t e m s . l e n g t h ; i ⟶ 0 ; ) { . . . }

C l i e n t C o m m e n t W o n ’ t f i x .� �
9 2 _updateBalances(items[i - 1], account, address(0), balance);� �� �
9 4 _pods[account].remove(items[i - 1]);� �
C V F - 6 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o c h e c k w h e t h e r : g a s ( ) * 6 3 <

_ P O D _ C A L L _ G A S _ L I M I T * 6 4 , w h e r e t h e r i g h t p a r t c o u l d b e p r e c o m p u t e d .

C l i e n t C o m m e n t W o n ’ t f i x . W i t h i m m u t a b l e s p r e c o m p i l a t i o n w i l l n o t w o r k .� �
1 1 2 if lt(div(mul(gas(), 63), 64), _POD_CALL_GAS_LIMIT) {� �
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C V F - 6 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d a t t h e v e r y b e g i n n i n g o f t h e a s s e m b l y

b l o c k .

C l i e n t C o m m e n t W o n ’ t f i x . W e t r i e d t o d o i t a s c l o s e t o t h e c a l l a s p o s s i b l e .� �
1 1 2 if lt(div(mul(gas(), 63), 64), _POD_CALL_GAS_LIMIT) {� �
C V F - 6 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e

R e w a r d a b l e D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n ” a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .� �
3 2 constructor(string memory name_, string memory symbol_, address

↪→ token) BasicDelegationPod(name_, symbol_, token) {}� �
C V F - 6 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

R e w a r d a b l e D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h e v a l u e ” d e f a u l t F a r m s [ d e l e g a t e e ] ” i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
3 8 if (defaultFarms[delegatee] != address(0)) {

delegatedShare.addDefaultFarmIfNeeded(msg.sender, defaultFarms[

↪→ delegatee]);� �

3 6



C V F - 6 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

R e w a r d a b l e D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n T h e t y p e c o n v e r s i o n i s r e d u n d a n t , a s ” s h a r e F a r m s ” i s a l r e a d y ” I D e l e -

g a t e d S h a r e ” .� �
6 8 registration[msg.sender] = IDelegatedShare(shareToken);� �
C V F - 6 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

R e w a r d a b l e D e l e g a t i o n P o d . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
8 4 function setDefaultFarm(address farm) external onlyRegistered {� �
C V F - 7 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o d . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I E R C 2 0 ” .� �
1 0 address public immutable token;� �
C V F - 7 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o d . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n _ ” a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .� �
1 7 constructor(address token_) {� �

3 7



C V F - 7 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B a s i c D e l e g a t i o n P o d W i t h -

V o t i n g P o w e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t T h i s f i l e w a s r e m o v e d c o m p l e t e l y .� �
1 4 {} // solhint-disable-line no-empty-blocks� �
C V F - 7 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I S e t t l e m e n t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
5 import "@1inch/limit-order-protocol-contract/contracts/interfaces/

↪→ IInteractionNotificationReceiver.sol";� �
C V F - 7 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I S e t t l e m e n t . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s f u n c t i o n i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a d o c u m e n t a t i o n c o m m e n t .

C l i e n t C o m m e n t W e ’ l l f i x t h i s l a t e r .� �
9 function settleOrders(bytes calldata order) external;� �
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C V F - 7 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I R e s o l v e r . s o l

D e s c r i p t i o n I t i s u n c l e a r h o w t h i s f u n c t i o n t r e a t s i t s a r g u m e n t a n d w h a t i t d o e s w i t h i t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a d e t a i l e d d o c u m e n t a t i o n c o m m e n t .

C l i e n t C o m m e n t W e ’ l l f i x t h i s l a t e r .� �
6 function resolveOrders(bytes calldata data) external;� �
C V F - 7 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I F e e B a n k . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r g i v i n g t h e r e t u r n e d v a l u e a d e s c r i p t i v e n a m e a n d / o r

a d d i n g a d o c u m e n t a t i o n c o m m e n t .� �
6 function deposit(uint256 amount) external returns (uint256);� �
C V F - 7 7 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I F e e B a n k C h a r g e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e a n d / o r

a d d i n g d o c u m e n t a t i o n c o m m e n t s .� �
7 function increaseAvailableCredit(address account, uint256 amount)

↪→ external returns (uint256);

function decreaseAvailableCredit(address account, uint256 amount)

↪→ external returns (uint256);� �
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C V F - 7 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p o d ” a r g u m e n t s s h o u l d b e ” I P o d ” .

C l i e n t C o m m e n t W o n ’ t f i x .� �
8 function hasPod(address account, address pod) external view returns(

↪→ bool);� �� �
1 2 function podBalanceOf(address pod, address account) external view

↪→ returns(uint256);� �� �
1 4 function addPod(address pod) external;

function removePod(address pod) external;� �
C V F - 7 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e r e t u r n e d t y p e s h o u l d b e ” I P o d ” .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 0 function podAt(address account, uint256 index) external view returns

↪→ (address);� �
C V F - 8 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e r e t u r n e d t y p e s h o u l d b e ” I P o d [ ] ” .

C l i e n t C o m m e n t W o n ’ t f i x .� �
1 1 function pods(address account) external view returns(address[]

↪→ memory);� �
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C V F - 8 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I E R C 2 0 P o d s . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .� �
1 4 function addPod(address pod) external;

function removePod(address pod) external;

function removeAllPods() external;� �
C V F - 8 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n T h e e v e n t p a r a m e t e r s s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t W o n ’ t f i x .� �
9 event Delegate(address account, address delegatee);� �
C V F - 8 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I D e l e g a t i o n P o d . s o l

R e c o m m e n d a t i o n A b e t t e r n a m e w o u l d b e ” d e l e g a t e e ” .� �
1 1 function delegated(address account) external view returns(address);� �
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C V F - 8 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I D e l e g a t e d S h a r e . s o l

D e s c r i p t i o n T h e f u n c t i o n n a m e s u g g e s t s t h a t t h i s f u n c t i o n m a y s k i p a d d i n g a d e f a u l t

f a r m .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g a b o o l e a n f l a g i n d i c a t i n g w h e t h e r a d e f a u l t f a r m

w a s a c t u a l l y a d d e d .

C l i e n t C o m m e n t W o n ’ t f i x a s i t i s u s e d o n l y i n o n e p l a c e w h e r e t h i s f l a g i s n o t n e e d e d� �
8 function addDefaultFarmIfNeeded(address account, address farm)

↪→ external; // onlyOwner� �
C V F - 8 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I D e l e g a t e d S h a r e . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d i n

t h i s i n t e r f a c e .

C l i e n t C o m m e n t W o n ’ t f i x . I t e m i t s P o d A d d e d .� �
8 function addDefaultFarmIfNeeded(address account, address farm)

↪→ external; // onlyOwner� �

4 2
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